Lesson 5: Administrating a Database
Multiple Choice

1. What is used to grant a user account access to a database?
a) permission
b) right
c) password
d) encryption key
Answer: a
Difficulty: Easy
Section Reference: Securing Databases
Explanation: A permission is used to grant an entity, such as a user, access to an object, such as another user or a database. The security model within SQL Server is very complex and requires great thought put into applying user roles and their different permissions.
2. What role can you give to a user who gives full access to the SQL server and databases?
a) root
b) system
c) sysadmin
d) local
Answer: c
Difficulty: Medium
Section Reference: Server-Level Security
Explanation: If you add a user to the sysadmin role, that user will now have full access to every server function, database, and object for that server. With that full access, a user can then grant permission to other users against other server securables. You must ensure that this very powerful user role is not granted to the wrong user login, because that user can perform various system-level actions such as granting access to a database and adding in his or her network login ID to be mapped to a specific database user ID.
3. What role is automatically granted to all users?
a) sysadmin
b) root
c) public
d) standard
Answer: c
Difficulty: Medium
Section Reference: Database-Level Security
Explanation: All users are automatically a member of the public standard database role. User-deﬁned roles are custom roles that serve as groups. These roles can be granted permission to a database object, and users can be assigned to a database user-defined role.
4. What permission would you assign that will remove the permission previously assigned?
a) grant
b) denied
c) revoke
d) reset
Answer: c
Difficulty: Easy
Section Reference: Database-level Security
Explanation: Each object’s permission is assigned through either granting, revoking, or denying user login permissions. The revoke permission removes the permission assigned, regardless of whether the permission is a deny permission or whether it’s a grant permission.
5. What is the act of establishing or confirming a user or system identity?
a) authentication
b) authorization
c) auditing
d) logging
Answer: a
Difficulty: Easy
Section Reference: Windows Authentication
Explanation: Authentication is the act of establishing or confirming a user or system identity. Windows Authentication mode is superior to mixed mode because users don’t need to learn yet another password and because it leverages the security design of the network.
6. What fixed role allows you to create logins for the server?
a) dbcreator
b) diskadmin
c) securityadmin
d) serveradmin
Answer: c
Difficulty: Medium
Section Reference: Fixed Server Roles
Explanation: Securityadmin can manage the logins for the server.
7. If you are using mixed mode, what account is the build-in SQL administrator account?
a) administrator
b) sysadmin
c) root
d) sa
Answer: d
Difficulty: Medium
Section Reference: SQL Authentication
Explanation: Associated with SQL authentication is sa, the built-in SQL administrator account associated with SQL authentication. Because it is less secure than Windows logins, avoiding mixed mode is recommended; however, it is available for backward compatibility.
8. Which type of backup backs up all changes since the last backup?
a) full backup
b) differential backup
c) incremental backup
d) copy backup
Answer: c
Difficulty: Easy
Section Reference: Database Backups
Explanation: An incremental backup is based on the last backup of data. An incremental backup contains only the data that has changed since the last full or incremental backup. Incremental backups are the smallest and fastest to create over the full and differential backups. However, at restore time, the full backup is restored first, followed by each incremental backup following the full backup.
9. Which type of backup backs up only the data in the primary filegroup and specified files or filegroups?
a) full backup
b) differential backup
c) partial backup
d) incremental backup
Answer: c
Difficulty: Easy
Section Reference: Partial Backup
Explanation: A partial backup backs up all the full data in the primary filegroup, every read/write filegroup, and any optionally specified read-only files or filegroups. A partial backup of a read-only database contains only the primary filegroup.
10. What fixed server role allows you to create, alter, and drop disk files?
a) bulkadmin
b) dbcreator
c) processadmin
d) diskadmin
Answer: d
Difficulty: Easy
Section Reference: Fixed Server Roles
Explanation: Diskadmin can create, alter, and drop disk files.
11. Which service account should you use if you need to have network access?
a) local user account
b) local system account
c) domain user account
d) guest account
Answer: c
Difficulty: Easy
Section Reference: SQL Server Service Account
Explanation: The domain user account is the recommended login account because SQL Server can use the Windows account specifically created for the SQL Server. You can then grant administrator rights to the SQL Server account for which you can then interact with other servers on the network.
12. What fixed database role allows you to have full permission to a database?
a) sa
b) db_owner
c) db_datareader
d) db_accessadmin
Answer: b
Difficulty: Easy
Section Reference: Fixed Database Roles
Explanation: A db_owner is a special role that has all permissions in the database. This role includes all the capabilities of the other roles. It is different from the dbo user role. This is not the database-level equivalent of the server sysadmin role; an object-level deny will override membership in this role.
13. What fixed database role would you use to manage database-level security roles and permissions?
a) sysadmin
b) db_securityadmin
c) db_accessadmin
d) db_datareader
Answer: b
Difficulty: Medium
Section Reference: Fixed Database Roles
Explanation: The db_securityadmin role can manage database-level security (roles and permissions).
14. What command would you use to grant object permissions?
a) GRANT
b) USE
c) RUNAS
d) ALLOW
Answer: a
Difficulty: Easy
Section Reference: Granting Object Permissions with Transact-SQL Statements
Explanation: The Transact-SQL GRANT statement grants permissions on a table, view, table-valued function, stored procedure, extended stored procedure, scalar function, aggregate function, service queue, or synonym. The following statement provides the grant permission to an object for a specific user and her role:

GRANT Permission, Permission

ON Object

TO User/role, User/role

WITH GRANT OPTION
15. If you need to restore a database after an incremental backup, what do you need to do for a restore?
a) Restore the full backup and the first incremental backup.
b) Restore the full backup and the last incremental backup.
c) Restore the full backup and all the incremental backups since the last full backup.
d) Restore the last incremental backup.
Answer: c
Difficulty: Medium
Section Reference: Database Backups
Explanation: At restore time, the full backup is restored first, followed by each incremental backup following the full backup.
Fill in the Blank

16. A ____________________ restores the database in stages.
Answer: piecemeal restore
Difficulty: Hard
Section Reference: Database Restores
Explanation: A piecemeal restore restores the database in stages, beginning with the primary filegroup and one or more secondary filegroups.
Short Answer

17. Which fixed server roles can create, alter, and drop databases?

Answer: Dbcreator
Difficulty: Hard
Section Reference: Fixed Server Role
Explanation: The Dbcreator role can create, alter, drop, and restore databases.
18. What command is used to create a user called server\user1?

Answer: CREATE USER 'server\user1'
Difficulty: Medium

Section Reference: Granting Access to the Database

Explanation: The command to grant database access to a user must be issued from within the database to which the user is to be granted access. The ﬁrst parameter is the server login, and the second is the optional database username:

USE Family

CREATE USER 'XPS\Lauren' , 'LRN'
19. In mixed mode, what two types of logins are allowed?

Answer: Windows logins and SQL logins

Difficulty: Hard

Section Reference: SQL Authentication
Explanation: SQL servers also support mixed mode, which allows you to connect to the SQL server using Windows authentication or SQL Server authentication. A SQL Server login account and related passwords are defined on the SQL server and are not related to Active Directory or Windows accounts.
20. What command would you use to remove a user from a SQL server?
Answer: DROP LOGIN
Difficulty: Hard
Section Reference: Removing a Windows Login
Explanation: To create a login using Transact-SQL syntax so that you can add a Windows user or group, run the CREATE LOGIN command. Be sure to use the full Windows username, including the domain name, of the user you are trying to add, as follows:

CREATE LOGIN 'XPS\Joe'
